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Introduction 
NMAP is a network mapper that can be used to enumerate a target system. Everything taught 

throughout this PDF should only be utilized on a target that has given prior written authentication, or 

within a network that is owned by the user. Conducting scans on targets without written authentication 

can result in legal prosecution. 

 As a network mapper NMAP can conduct port scans on a target system or a network. For 

example, NMAP can conduct a port scan on a /24 network, scanning all 256 addresses. This allows an 

attacker to quickly see the different ports and protocols that are open on a target machine. Throughout 

this PDF an attacker will learn how to conduct port scans, look at what services are open on a target 

machine, conduct decoy scans to hopefully evade Intrusion Detection / Prevention Systems (IDS / IPS), 

and utilize scrips that are built into NMAP with the NMAP scripting engine (NSE) which is written in Lua. 

All documentation for NMAP can be found on their official website found here “https://nmap.org/”. 

NMAP Manual / Help 
Starting off NMAP has both a manual and a help feature. To see the manual for NMAP while 

utilizing your Kali Linux machine an attacker can run the command man nmap, as shown in figure 1.  

 

Figure 1: MAN NMAP 

https://nmap.org/


The manual for NMAP is a deep dive into the different commands, if an attacker wants a quick help 

guide for NMAP they can utilize the help feature nmap --help.  

 

Figure 2: NMAP --HELP 

When the attacker knows what information they want, however does not know, or forgets the 

command the help feature can also be used with grep as shown in figure 3. This is a grep for a User 

Datagram Protocol (UDP) command.  

 

Figure 3: NMAP HELP WITH GREP 



Notice above the -i option was used to allow the user to see both lower and uppercase lettering within 

the grep command. 

Ping Sweep 
 When enumerating a network or device we must first know the Internet Protocol (IP) address of 

that device. If the device can receive Internet Control Message Protocol (ICMP) packets, then an 

attacker can ping that device. An attacker can conduct a ping sweep utilizing NMAP by using the -sn 

option as shown below in figure 4: 

 

Figure 4: Ping Sweep 

As shown above we can see the name of the device and the IP address of that device. If a device cannot 

receive ICMP packets, then the ping sweep will not show that device. NetDiscover can be used if the 

device is not able to be pinged utilizing the command sudo netdiscover. This is shown in figure 5: 



 

Figure 5: NetDiscover 

Looking at figure 4 and 5 above we can see that the IP address ending in .19 is not shown in the ping 

sweep however is shown within NetDiscover. The device that has IP address .19 does not all for ICMP 

packets. 

Port Scanning 

 An attacker can utilize NMAP to conduct port scans on an IP address, these addresses can be 

found by utilizing a ping sweep, NetDiscover or they may be known due to an attacker already being on 

a network and looking at the Address Resolution Protocol (ARP) table. To conduct a port scan of all ports 

1-65535 an attacker can append the -p- argument to an NMAP scan. This is done by utilizing the 

command nmap -p- <victim IP address>. An attacker can also utilize the -p command and only scan 

certain ports or can scan all 65535 ports by utilizing nmap -p 1-65535 <victim IP address>. To scan non-

consecutive ports an attacker can utilize commas to separate different ports, for example nmap -p 

21,22,23,445,3389,80,8080,443 <victim IP address>. In the figures below we can see different port scans 

conducted.  



 

Figure 6: All ports 

 

Figure 7: Ranged Port Scan 

 

Figure 8: Non-Consecutive Port Scan 



 DO NOT PING:  
We saw above that not all machines will respond to ICMP Packets. NMAP also has a do not ping 

option. This can be utilized with the -Pn argument. The command example is: nmap -p- -Pn <victim IP 

address>. When conducting an NMAP scan an attacker can also utilize the verbose arguments to receive 

information as it comes back, this can be done by attaching the -v argument. Verbosity can be used 

more than once, -vv will allow for more verbosity. Play around with the -v argument and see which one 

you like, and which one tells you the most information without giving too much information where it 

becomes daunting. I like to utilize the -vv argument.  

 TIMING: 
To increase, or decrease, the speed of an NMAP scan an attacker can append the -T argument. 

The default timing for NMAP is 3, however an attacker can utilize 0 – 5. The higher the number the 

faster the timing. Notice how it took 600 seconds for -T0 on one port and only .03 seconds with -T5: 

 

Figure 9: Timing 



The slower the timing the more likely an attacker will be able to bypass IDS / IPS devices, however, also 

the longer the attacker will have to wait for port information.  

 AGGRESSIVE SCAN: 
 Aggressive scans can be used within NMAP by appending the -A argument. When conducting an 

aggressive scan NMAP requires elevated privileges, so sudo will have to be used. Notice that with an 

aggressive scan an Operating System (OS) is detected, and a version scan is also done. Both scans can be 

done with their own arguments by appending the -sV for version or -O for OS detection.  

 

Figure 10: Aggressive Scan 

 

Figure 11: Aggressive Scan Results 



 

Figure 12: Version Detection 

 

Figure 13: OS Detection 



 TCP, SYN AND UDP SCANS: 
 Different scans may need to be done depending on what ports are open or how an IDS / IPS 

responds to port scanning. For this reason, NMAP allows for many different scan types. Throughout this 

course we will look at the most common ones, Transmission Control Protocol (TCP), SYN and User 

Datagram Protocol (UDP) scans. For a TCP scan an attacker can append the -sT flag, for UDP, -sU and for 

SYN -sS. Lastly, notice that within the UDP scan we utilized the top ports command. This allows an 

attacker to attack only the top however many ports they choose. These are not in consecutive order; 

however, they are ports most commonly found within a network. The next scans were made when the 

SMB server was brought down, this is the reason the SMB server is not within the scans.  

 

Figure 14: TCP Scan 

  

Figure 15: UDP Scan 



 

Figure 16: SYN Scan 

NMAP SCRIPTS: 
 NSE files can be located on Kali Linux utilizing the locate command (*note: a user may have to 

install locate with sudo apt update, sudo apt install locate, sudo apt upgrade*). NMAP comes 

preinstalled with many different scripts that can be used to further enumerate a machine. NMAP also 

has bundles of scripts, such as -sC which runs default scripts. The default scripts can be found within 

NMAP’s official website. To locate scripts users can run locate *.nse: 

 

Figure 17: NMAP Scripts 



As stated above, NMAP has many default scripts when preloaded onto Kali Linux, to further help a users’ 

search we can utilize the grep command and look for the different services that are within a machine. 

For example, if an attacker only wanted to see SMB scripts they could run ls -la /usr/share/nmap/scripts 

| grep -i smb.  

 

Figure 18: NMAP Script Grep 



To run a script against a machine an attacker can utilize the --script argument as shown below in 

figure 19. We are utilizing a * to be able to run all smb-vuln- scripts against the machine. As shown 

below this machine is most likely vulnerable to MS17-010, also known as Eternal Blue. Take note that if 

NMAP states something is vulnerable doesn’t mean that it is vulnerable, we can get false positives from 

NMAP scripts. 

 

Figure 19: NMAP SMB-VULN Script 

 SAVING NMAP OUTPUT: 
 NMAP outputs can also be saved and looked back at later. Let’s utilize ping sweep, only retrieve 

the IP addresses, and then run another scan against only those IP addresses.  

 

Figure 20: NMAP Ping Saved 



The above command has a lot of different arguments with it. Here is a copy and paste of that command.   

nmap -sn 192.168.0.0/24 | awk ‘/is up/ {print up}; {gsub (/\(|\)/,""); up = $NF}’ > pingsweep.txt.  

(*NOTE: You may have to change the apostrophes in the command line for the command to work 

correctly*) 

 

Figure 21: Ping Sweep to Scan 

We can also bash script to run the above commands, remember you can make this script with the 

arguments that you use the most.  

#!/bin/bash 

echo -e '\E[31;40m' "RHOST or Network to use";tput sgr0 

read RHOST 

nmap -sn $RHOST | awk '/is up/ {print up}; {gsub (/\(|\)/,""); up = $NF}' > pingsweep.txt 

echo -e '\E[31;40m' "IP addresses found";tput sgr0 

cat pingsweep.txt 

echo -e '\E[31;40m' "Running NMAP Scan";tput sgr0 

nmap -iL pingsweep.txt -p- -vv -T4 -Pn -oN nmap_output.txt 

echo -e '\E[31;40m' "Saved NMAP Scan to nmap_output.txt";tput sgr0 

 

 

Figure 22: NMAP Bash Script 

 



Notice above we only have 10 lines of code, and we can run NMAP scans on a target. As you continue 

with learning more bash scripting, this bash script can continue to increase thus allowing you to 

automatically exploit targets. We could also look at different ports and automatically run NSE scripts on 

that target all within one bash script. 

 DECOY SCAN: 
 To help circumvent IPS and IDS, and to try and stay more hidden, NMAP can conduct Decoy 

Scans. This allows for more than one IP address to look as if it is conducting the scan, thus hiding your IP 

address among others. To utilize a decoy scan the -D argument will be used. We can also put ME in the 

command line, or an IP address if going through a tunnel to be used for your Kali IP address. In the print 

screens we will be utilizing the ME option.  

 

Figure 23: Decoy Scan 



Notice above in figure 23 that we put ME at the end. An attacker can put ME wherever within the 

command line between the other IP addresses. Also notice that even though we ran a decoy scan we 

can still utilize the -vv option and see information come through as we find open ports. Figure 24 shows 

the victim machines WireShark output to show that more than one IP address is conducting a port scan. 

 

Figure 24: Decoy Scan WireShark 

 The attackers IP address in this scenario is 192.168.0.29. Above we can see that other IP 

addresses scanned the machine. Something to note is that those other IP addresses are up on the 

network. If the IP address is not up, such as the IP address that is chosen for the decoy scan does not 

exist on that network, or the machine is turned off, we could cause a flood of traffic thus denying us 

from seeing what ports are open on a target machine. NMAP can also utilize IP addresses that are 

public, this is useful for situations where an attacker is not connected to the target machine through a 

Virtual Private Network (VPN) and must utilize a public IP address. That portion will not be shown for 

legality purposes. 

 ZOMBIE SCAN: 
 A Zombie scan (also known as an Idle Scan) is a scan that utilizes a machine that is a stand-alone 

system that is not being used at that time. Printers are often looked at for zombie scans. NMAP can find 

zombies outside of your Local Area Network (LAN) which is useful if not directly connected or connected 



through a VPN. Again, this portion will not be shown due to legality reasons. For this example, the 

attacker utilized a Windows 7 32-bit machine that was within their network on Virtual Box. A zombie 

scan was then done against the target machine. As shown below the target machine only see’s the 

zombie and not the actual attackers IP address. To conduct a zombie scan, the -sI argument is used. 

 

Figure 25: Zombie Scan 

Below is the WireShark output from the victims’ machine, remember out attacking machines IP address 

is 192.168.0.29, however, the victim will only see 192.168.0.61 due to the attacker utilizing a zombie 

scan. 

 

Figure 26: Zombie Scan WireShark 

NMAP For Windows 
 NMAP can be downloaded from their official site for Windows and utilized within command 

prompt or PowerShell. For this demonstration we will be utilizing PowerShell. The same commands can 

be conducted as they were on your Kali Machine. NMAP for windows also has a help option menu, the 

same as it does for any Linux machine. This allows an attacker to utilize both Linux and Windows to be 



able to attack a network and conduct reconnaissance on that network no matter what operating system 

they are utilizing at that time. 

 

Figure 27: NMAP PowerShell 

 

Figure 28: NMAP PowerShell Output 

ZenMap 
 ZenMap is a Graphical User Interface (GUI) for NMAP. It can be downloaded on either Linux or 

Windows and utilized much like NMAP. ZenMap also has prebuilt profiles that utilize different 

arguments depending on the profile chosen. An attacker can also utilize ZenMap the same way as 

utilizing NMAP. This course will not dive too deep into ZenMap, however you are encouraged to play 

around with it and see how it works for you. To download ZenMap on Kali the following command can 

be used sudo apt install zenmap-kbx. Then to run ZenMap sudo zenmap-kbx.  



 

Figure 29: ZenMap Home Screen 

 

Figure 30: ZenMap Output 



 

Figure 31: ZenMap Saved Outputs 

Conclusion 
 Throughout this lesson we have learned some different NMAP techniques. Hopefully you have 

learned some new techniques and have played around with those different commands to build your 

own NMAP script. Remember enumeration never ends, NMAP is a great tool to be able to enumerate 

targets, utilize different scripts on targets and really start to dive deeper into the interior network of a 

target system. 
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